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INDUSTRY4.0 & CYBER SEC
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Industria 4.0: Le tecnologie abilitanti
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Where are these systems to be protected?

Well, everywhere in you Facility: Industrial Processes, Buildings, Packaging,
Logistics, Manufacturing & Infrastructures (Power, HVAC, WFI, etc.)

ispe.org | 3




Where and What are these systems to be protected?
» DCS (Distributed Control Systems)
» PLC and relates Busses(Programmable Controllers)
» SCADA/HMI plant flooor networks
» Historians, Database, etc.
» DNC/CNC, Robot, AGV, 3D-Printers (additive Mfg)

» MES, EBRS & Production Management Systems, Traceability, Track and Trace,
Efficiency monitoring and Analysis, OEE, etc.

» LIMS, QA/QC, Calibration Systems, Measurement and Smart Instrumentation

» Remote connections and remote Assett Performance Monitoring and Maintenance
(Portals, CMMS, 10T, Industrial 10T, etc.)

» Plant Lan, Connected Smart Building and Facility/Building BMS, HVAC, WFI, ...

Connecting Pharmaceutical Knowledge ispe.org |
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Relatore
Note di presentazione
Vediamo allora quali sono i sistemi coinvolti e quindi da proteggere:
DCS (sistemi di controllo distribuiti)
PLC
SCADA/HMI
Historian
MES
Sistemi con interfaccia verso l’esterno
ecc
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Security is about Critical Assets
& Operation Continuity

RISK and SAFETY
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Environment
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Different (Wider?) ATTACK SURFACE
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IT Security vs OT Security
H? ase Remember the Interdependency
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Talking about DATA means “Data Integrity”:
most of ALCOA+ means “Think about Security”

& 1SsPE |G mp

ALCOA Term Criteria
Records and

Table I: Good Automated Manufacturing Practice (GAMP) criteria for data integrity—ALCOA+.

Definition

Who performed the action and when? If a record is changed, who did it and why? Link to the
source data.

Data must be recorded permanently in a durable medium and be readable.

The data should be recorded at the time the work is performed and date/time stamps should
follow in order.

The information must be the original record or a certified true copy.

No errors or editing performed without documented amendments.

All data including any test, repeat, or reanalysis performed on the sample.

Consistent generation of records and application of date time stamps in the expected sequence.

Data should be recorded on controlled worksheets, in laboratory notebooks or in validated
electronic systems.

Data Integrity A Attributable
GUIDE
L Legible
C Contemporaneous
O Original
A Accurate
+ Complete
i Consistent
+ Enduring
h Available

Data needs to be available and accessible for review, audit, or inspection over the lifetime of
the record.
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Security Is not (only) “Access Control”

Regulatory Requirements

EU Annex 11 states - 12.1 Physical and/or logical controls should be in place to restrict access to computerised
system to authorised persons. Suitable methods of preventing unauthorised entry to the system may include the use
of keys, pass cards, personal codes with passwords, biometrics, restricted access to computer equipment and data

storage areas.

FDA 21 CFR 211.68(b) states — Appropriate controls shall be exercised over computer or related systems to assure
that changes in master production and control records or other records are instituted only by authorized personnel.

e ISPE Connecting Pharmaceutical Knowledge ispe.org |




GAMP® 5 and Security: A Risk-Based Approach to
Compliant GxP Computerized Systems

GAMP 3

A Risk-Based Approach to
Compliant GXP Computerized Systems

ispe.org | 13



AMP® Good Practice Guides, and Security
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GAMP® Good Practice G

GAMP® Good Practice

GAMP® Good Practice Guide: Legacy Systems
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LxP Computerized Systems

uide: A Risk-Based Approach to Electronic Records and Signatures

to GxP Compliant Laboratory Computerized Systems (Second Edition)

stems (Second Edition)
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Security Management

& IsPE.

GAMP® 5: Table of Appendices

GAMP 5 Page 9
A Risk-Based Approach to Compliant GxP Computerized Systems
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ANSI/ISA95 Functional Hierarchy: ISA99/IEC62443, IT vs OT Security
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Network/System Segmentation [ 5 Ga="="| (g
using ISA99/IEC62443 ' "

 Limitthe ingress and egress points
through Zone boundaries

e Protect the connections between Zones

« Zones & Conduits are logical

For practical purposes, match Zones to network
architecture as much as possible

Ti Transmitter
e ISPE Connecting Pharmaceutical Knowledge ispe.org | 17



Esempio di “Security Architecture”
nei sistemi di automazione e controllo
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Relatore
Note di presentazione
According to the Siemens documentation, a high security site is separated into at five networks and four security zones as follows:

The “Enterprise Control Network” (pink) zone is the corporate network. It hosts the business users and corporate accounting and planning systems. Security of this zone is typically managed by the corporate IT group.
The “Manufacturing Operations Network” (yellow) zone hosts the SIMATIC IT servers that exchange information between the control system and applications on the Enterprise Control Network (such as an Enterprise Resource Planning (ERP) system).
The “Perimeter Network” (Brown) zone hosts servers that manage equipment in the control system, as well as servers that provide information to end users on the Enterprise Control Network. This is a common location for servers responsible for providing software patches and updates, including Windows security updates and anti-virus updates. Many of the servers within this zone provide information to end users via web servers and web services. People sometimes refer to this zone as a “demilitarized zone” or DMZ.
The final security zone hosts two networks: The green “Process Control Network” and the blue “Control System Network.” The Process Control Network hosts the 24x7 plant operators on their Human Machine Interface (HMI) workstations. It also connects to the WinCC/PCS 7 control system servers. The Control System Network connects to the Programmable Logic Controllers (PLCs). It also connects directly to the WinCC/PCS 7 control system servers.
 



Network Visualization and Monitoring

Use Case 1
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Use Case 1: Network Visualization and Monitoring

...with two clicks the operator can filter the communications of interest ...
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NIST: SP800-53, SP800-82, SP800-144, SP800-183

i Guide for Assessing the Security NIST Special Publication 800-82
Controls in Federal Information S
Systems and Organizations

N H Building Effective Security Assessment Plans

e e -l AW Guide to Industrial Control

U.S. Department of Commerce sl Systems (IC S) Secul‘ity

TRANSFORMATION INITIATIVE
Supervizory Control and Data Acquizition (SCADA) Systems, Dizstributed Control Syztems (DCS),

ie Controllers (PLC)

Keith Stouffer
T S NH Special Publication 800-144 Joe Falco
NIST Special Publication 800-183 Karen Scarfone

National Institute of
Standards and Technology

U.S. Department of Commerce

Networks of ‘Things’

Jeffrey Voas Guidelines on
Security and Privacy
in Public Cloud Computing

This publication is available free of charge from: \Nayne Jansen

Timothy Grance

http://dx.doi.org/10.6028/NIST.SP.800-183
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Which standard for loT Cybersecurity?

) Draft NISTIR 8200
» Interagency Report on Status of
2 International Cybersecurity
. Standardization for the
% Internet of Things (IoT)
27

28 Prepared by the Interagency International Cybersecurity Standardization Working
29 Group.
30

31 NIST Editors:
32 Mike Hogan
33 Ben Piccarreta
34 Infarmation Technology Labaratory

38
39
40 February 2018
41
42
\99“ oF
g %e?}
L3 &
2 -
43 Frares of "
44
45
46 U.S. Department of Commerce
47 Wilbur L. Ross, Jr., Secratary
48
49 MNational Institute of Standards and Technology
50 Walter Copan, NIST Director and Under Secretary af Commmerce for Standards and Technology
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NISTIR 8200 (Draft): Security vs. Privacy

Security
Concerns

Privacy
Concerns

Security

arise from arise from

unauthorized byproduct of
system authorized PlI
behavior processing

Figure 2: Relationship Between Information Security and Privacy

(* PII: Personally Identifiable Information
e ISPE Connecting Pharmaceutical Knowledge




NISTIR 8200 (Draft): Capabilities of an loT Component

loT Environment
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loT System
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Human User Interface
(U1) Capability
Network Interface
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l i Capability
Actuating
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Networking
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L J
Processing
Capability
v
Sensing
Capability

Figure 2 — Capabilities of an loT Component.
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NISTIR 8200 (Draft): Health 1oT Example (Precision Medicine)
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Figure 6 — Precision Medicine Research Case

Connecting Pharmaceutical Knowledge

ispe.org |



NISTIR 8200 (Draft): Health 1oT Example (Diabetes /Nutrition)
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Figure 7 — Diabetes Treatment/Allergen Identification
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NISTIR 8200 (Draft): Smart Building Example
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Figure 8 — loT for the GSA Smart Building
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N INDUSTRY4.0 & CYBER SE
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 Industrial Internet
e Cloud

 Big Data, Analytics
e JoT, lloT

e Digital Twins

needs different
protection approach
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Industria 4.0: Le tecnologie abilitanti
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Which is the «real» THREAT today?
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31

ICS/OT Cyber risk mitigation Security trends

Tools

The tools in use to protect control systems are those we would expect, with anti-

malware/antivirus used by 80%, physical access controls used by 73% and zones or

network segmentation used by 71%. Table 2 illustrates the top five tools in use and the

top five tools respondents planned to have in use in the coming months.

Table 2. Tools and Technologies in Use and Planned for Implementation

In Use

Tool Used By
Anti-malware/ Antivirus 80.0%
Physical controls for access to 72.8%
control systems and networks

Use of zones or network 0
segmentation 71.1%
Monitoring and log analysis 64.7%
Technical access controls 63.4%

Connecting

Pharmaceutical

Planned

Tool Planned By
Anomaly detection tools 34.5%
Control system enhancements/ 32.3%
Upgrade services

Application whitelisting 31.5%
Vulnerability scanning 31.1%
Intrusion prevention tools on 28.9%

control systems and networks

Knowledge

ispe.org



Technology might help ?
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