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Professional Experience

02/2025 - ongoing

06/2026 - 09/2026

12/2023 — 01/2025

11/2024

11/2023

04/2022 — 09/2022

07/2018 — 10/2018

Education

2020 — 2024 [ |
2021 |

2018 — 2020 |

Assistant Professor
Campus Bio-Medico University of Rome
Assistant Professor at Automatic Control Research Unit.

Cyber-security expert

Consorzio Nazionale Interuniversitario per i Trasporti e la Logistica (NITEL)
Penetration testing and vulnerability assessment activities at Studio Legale Pavia
Ansaldo.

Post-doc Researcher
Campus Bio-Medico University of Rome
Post-doc Researcher at Automatic Control Research Unit.

OT cyber-security expert

Consorzio Nazionale Interuniversitario per i Trasporti e la Logistica (NITEL)
Penetration testing and vulnerability assessment activities at Carmagnani
(Assignment_Report).

OT cyber-security expert

Consorzio Nazionale Interuniversitario per i Trasporti e la Logistica (NITEL)
Penetration testing and vulnerability assessment activities at Unem (Unione En-
ergie per la mobilitd) (Assignment_Report).

Cyber-security auditor

ENEL Global Services srl

Risk analysis activities of corporate I'T processes, review of processes, organiza-
tional structures, and support systems through document and massive data analy-
sis with IT tools.

Research Assistant
Campus Bio-Medico University of Rome
Research Assistant at Automatic Control Research Unit.

PhD in Science and Engineering for Humans and the Environment.

Campus Bio-Medico University of Rome

Thesis Title: Cyber-Physical Anomaly Detection for Industrial Control Systems: two novel
frameworks and an Intrusion Response System.

Qualification to the profession of engineer - Section A
Campus Bio-Medico University of Rome

Master’s Degree in Biomedical Engineering - grade: 110/110 with honors (cum
laude) and career mention.

Campus Bio-Medico University of Rome

Thesis title: Cyber range for a water distribution system and virtual extension.


mailto:s.guarino@unicampus.it
https://www.linkedin.com/in/simone-guarino-979758133/
https://scholar.google.com/citations?user=3RuU1_MAAAAJ&hl=it
https://www.nitel.it/wp-content/uploads/2024/10/Verbale-conferimento-incarico-del-18.10.2024-Bando-167-del-11.10.2024.pdf
https://www.nitel.it/wp-content/uploads/2023/11/Verbale-conferimento-incarico-del-06.11.2023-Bando-160-del-30.10.2023.pdf

Education (continued)

2015 — 2018 M Bachelor’s Degree in Industrial Engineering — grade: 110/110 with honors (cum
laude) and career mention.
Campus Bio-Medico University of Rome
Thesis Title: Development of a system to enhance worker safety in complex environments.

2010 — 2015 M High School Diploma in Scientific Studies - grade: 100/100 with honors (cum
laude).
San Giuseppe del Caburlotto Scientific High School, Rome.

Teaching Activities

Teaching Activities in University Courses

A.A. 2025 - 2026 |

A.A. 2024 — 2025 |

A.A. 2022 — 2023 [ |

Professor for the course "Cyber Security for Biomedical Systems" - Master’s De-
gree in Biomedical Engineering (LM-21) at Campus Bio-Medico University of Rome —
5 ECTS.

Professor for the course "Fundamentals of Cyber Security" - Bachelor’s Degree in
Industrial Engineering (L-9) at Campus Bio-Medico University of Rome — 2 ECTS.

Professor for the course "Dynamics and Control for Chemical Processes" - Master’s
Degree in Chemical Engineering for Sustainable Development (LM-22) at Campus
Bio-Medico University of Rome - 2 ECTS.

Professor for the course "Smart Systems" - Master’s Degree in Intelligent Systems
Engineering (LM-32) at Campus Bio-Medico University of Rome — 2 ECTS.

Professor for the course "Digital Twins for Control, Automation, and Predictive
Maintenance" - Master’s Degree in Intelligent Systems Engineering (LM-32) at Cam-
pus Bio-Medico University of Rome — 1 ECTS.

Professor for the course "Data Privacy and Security" - Master’s Degree in Data Sci-
ence and Management (LM-91) at LUISS University "Guido Carli" - 6 ECTS.

Professor for the course "Data Privacy and Security" - Master’s Degree in Data Sci-
ence and Management (LM-91) at LUISS University "Guido Carli" - 6 ECTS.

Tutoring Activities in University Courses

A.A. 2024 - 2025 [ |

A.A. 2023 - 2024

Teaching Assistant for the course "Dynamics and Control for Chemical Processes"
- Master’s Degree in Chemical Engineering for Sustainable Development (LM-22) at
Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Smart Systems" - Master’s Degree in Intelligent
Systems Engineering (LM-32) at Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Smart Systems" - Master’s Degree in Intelligent
Systems Engineering (LM-32) at Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Cyber Security” - Master’s Degree in Intelligent
Systems Engineering (LM-32) at Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Cyber Security for Operational Technologies" -
Master’s Degree in Biomedical Engineering (LM-21) at Campus Bio-Medico University
of Rome — 6 ECTS.

Teaching Assistant for the course "Automatic Control" - Master’s Degree in
Biomedical Engineering (LM-21) at Campus Bio-Medico University of Rome — 6 ECTS.

Teaching Assistant for the course "Dynamics and Control for Chemical Processes"
- Master’s Degree in Chemical Engineering for Sustainable Development (LM-22) at
Campus Bio-Medico University of Rome — 9 ECTS.



Teaching Activities (continued)

A.A. 2022 — 2023

A.A. 2021 - 2022

A.A. 2020 — 2021

Teaching Assistant for the course "Data Privacy and Security" - Master’s Degree in
Data Science and Management (LM-91) at LUISS University "Guido Carli" — 6 ECTS.

Teaching Assistant for the course "Smart Systems" - Master’s Degree in Intelligent
Systems Engineering (LM-32) at Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Cyber Security” - Master’s Degree in Intelligent
Systems Engineering (LM-32) at Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Cyber Security for Operational Technologies" -
Master’s Degree in Biomedical Engineering (LM-21) at Campus Bio-Medico University
of Rome — 6 ECTS.

Teaching Assistant for the course "Fundamentals of Automation" - Bachelor’s De-
gree in Industrial Engineering (L-09) at Campus Bio-Medico University of Rome — 9
ECTS.

Teaching Assistant for the course "Dynamics and Control for Chemical Processes"
- Master’s Degree in Chemical Engineering for Sustainable Development (LM-22) at
Campus Bio-Medico University of Rome — 9 ECTS.

Teaching Assistant for the course "Cyber Security for Operational Technologies" -
Master’s Degree in Biomedical Engineering (LM-21) at Campus Bio-Medico University
of Rome — 6 ECTS.

Teaching Assistant for the course "Data Privacy and Security" - Master’s Degree in
Data Science and Management (LM-91) at LUISS University "Guido Carli" — 6 ECTS.

Teaching Assistant for the course "Cyber Security for Operational Technologies" -
Master’s Degree in Biomedical Engineering (LM-21) at Campus Bio-Medico University
of Rome — 6 ECTS.

Teaching Activities in University Master’s Programs

A.A. 2025 — 2026

A.A. 2024 - 2025

A.A. 2023 — 2024

A.A. 2020 — 2021

Other Lectures

A.A. 2025 — 2026

A.A. 2024 — 2025

A.A. 2023 - 2024

Lecturer in the Advanced Training Course "Cybersecurity e infrastrutture critiche"
(6 hours) at Centro Alti Studi Difesa (CASD).

Lecturer in the First-Level Master’s Program in Cyber Security Management (8
hours) at Campus Bio-Medico University of Rome.

Lecturer in the short Master’s Program in "Cyber Security for Industrial Control
Systems" (CICS) (6 hours) at Politecnico di Bari.

Lecturer in the First-Level Master’s Program in Cyber Security Management (7
hours) at Campus Bio-Medico University of Rome.

Lecturer in the First-Level Master’s Program in Cyber Security Management (10.5
hours) at Campus Bio-Medico University of Rome.

Lecturer in the Second-Level Master’s Program "Cyber Security for the Protection
of Control Systems in Industry 4.0 and Critical Infrastructures” (2 hours) at Roma Tre
University.

Lecturer for the training program "Cyber Security Expert" at Accademia di Cybersi-
curezza del Lazio (ACL) — Regione Lazio (12 hours).

Lecturer for the training program "Cyber Security Technician" at Accademia di Cy-
bersicurezza del Lazio (ACL) — Regione Lazio (20 hours).

Lecturer for the training course "CyberX — Mind4Future" organized by Leonardo
and Cyber4.o (1.5 hours).

Lecturer for the training program "Cyber Security Technician" at Accademia di Cy-
bersicurezza del Lazio (ACL) - Regione Lazio (23 hours).



Teaching Activities (continued)

A.A. 2022 — 2023

A.A. 2020 — 2021

Lecturer for the "Cyber Security Fundamentals" course at Infectopharm (8 hours).

Lecturer for the Cyberchallenge 2024 training course of CINI (Consorzio Interuni-
versitario Nazionale per I'Informatica) (18 hours).

Lecturer for the Hacker vs Hacker course organized by Fondazione Mondo Digitale
(4 hours).

Lecturer for the Cyberchallenge 2023 training course of CINI (Consorzio Interuni-
versitario Nazionale per 'Informatica) (18 hours).

Lecturer for the "Cyber Security" course organized by UCBM Academy in collabo-
ration with Umana (22 hours).

Lecturer for the "Hacker vs Hacker" course organized by Fondazione Mondo Digi-
tale and Campus Bio-Medico University of Rome (4 hours).

Lecturer for the "Cyber Security" course organized as part of the Job Digital Lab
activities by Fondazione Mondo Digitale (7 hours).

Lecturer for the Academic Gym - Loft "Cisco Cyber Security" course at LUISS Uni-
versity "Guido Carli" (10 hours).

Lecturer for the training course "CyberX — Mind4Future" organized by Leonardo
and Cyber4.o (3 hours).

Lecturer for the "Cyber Security Fundamentals" course at Teleconsys Spa (8 hours).

Lecturer for the "Life sciences" course within the project "Training activities and
material development for the School Accelerator project of Fondazione Mondo Dig-
itale" (6 hours).

Lecturer for the Academic Gym - Loft "Cisco Cyber Security" course at LUISS Uni-
versity "Guido Carli" (10 hours).

International Experience

2025 M Visiting researcher at University of Cyprus, Nicosia, Cyprus (11/2025).
Visiting researcher at University of Cyprus, Nicosia, Cyprus (01/2025 — 03/2025).

2023 M Visiting researcher at Scuola Universitaria Professionale della Svizzera Italiana, Lugano, Switzer-
land (01/2023 — 03/2023).

2022 A Enrollment and attendance at the PhD school "Security and Privacy in the (golden) Age of AI"
at Katholieke Universiteit Leuven, Leuven, Belgium (05-07/09/2022).

International Collaborations

M Angelos Marnerides (Assistant Professor)
Department of Electrical and Computer Engineering, KIOS Research and Innovation Centre of Ex-
cellence, University of Cyprus.

M Georgios Paphitis (PhD student)
Department of Electrical and Computer Engineering, KIOS Research and Innovation Centre of Ex-
cellence, University of Cyprus.

M Cristina Alcaraz (Associate Professor)
Computer Science Department, University of Malaga.

M Francesco Flammini (Full Professor)
Dalle Molle Institute for Artificial Intelligence (IDSIA), University of Applied Sciences and Arts of
Southern Switzerland.



International Collaborations (continued)

M Franca Corradini (PhD student)
Dalle Molle Institute for Artificial Intelligence (IDSIA), University of Applied Sciences and Arts of
Southern Switzerland.

Projects

Project Responsibilities

2025 — ongoing

2024 — 2025

Project Activities

2025 — ongoing

2024 — 2027

2023 — 2024

Pipeline Integrity Protection & Embrittlement Sensing Hardware for Internal
Evaluation and Leak Detection (PIPE-SHIELD). Competitive grant BRIC INAIL
[D20-2025. Funding: €100,000.

Development of an integrated protection and monitoring system to enhance safety in
hydrogen distribution across production plants and refueling stations. The project ad-
dresses hydrogen embrittlement through advanced internal composite coatings that
significantly limit gas diffusion within metallic structures, alongside a network of
smart sensors and Physics-Informed AI (PIAI) enabling real-time risk detection and
early-warning capabilities for predictive maintenance.

Simone Guarino is the scientific supervisor of the research unit at Campus Bio-Medico
University of Rome.

Distributed Content Security (DCS). Competitive grant "Cyber 4.0 Association
no. 1/2024 — Selection of industrial research and experimental development projects".
Funding: €40,772.97.

Development of a platform to protect business data from ransomware attacks through
the integration of distributed and decentralized technologies to provide advanced and
economically sustainable protection for application data.

Simone Guarino is the scientific supervisor of the research unit at Campus Bio-Medico
University of Rome and the activities of WP1 and WP2.

Resilience against Cyber Threats for Plant Integrity and Worker Safety in Pro-
cess Industry. Competitive grant Progetti di Ricerca di Rilevante Interesse Nazionale
(PRIN) 2022.

Development of a toolbox to support Incident Response Systems (IRS) in protecting
industrial sites handling hazardous materials from cyber threats. The project en-
ables early threat detection, rapid response, and increased resilience through multi-
criteria approaches addressing safety, reliability, and cost, alongside modelling of
cyber-physical dynamics under compromised control systems.

ProActive Cybersecurity (PACY) — Funded by Google.org.

Development of a platform to support small and micro enterprises in managing all
aspects related to cybersecurity. The platform will identify possible solutions to be
implemented during the prevention phase. During an incident, it will be able to de-
termine the nature of the event and provide guidance on the actions required to mit-
igate damage and restore services, covering all relevant aspects: technical, legal, and
communication-related.

Drivers: Combined Data-driven and Experience-driven Approach to Systemic
Risk Analysis - Competitive grant BRIC INAIL IDo3-2021.

Development of a methodology for assessing emerging risks associated with digital
transformation, energy transition, and climate change, applied to industrial contexts.
The solution integrates machine learning techniques with expert know-how to obtain
a detailed and in-depth risk analysis, applicable to specific scenarios such as biofuel
production and, more generally, to Seveso plants.



Projects (continued)

2022 — 2025 M Industrial Cyber Shield (ICS) - Competitive grant BRIC INAIL ID44-2022.

Development of an incident response solution for cyber-physical attacks in industrial
settings. The solution involves the creation of an automatic detection algorithm for
physical and network anomalies through real-time monitoring of field data. Based on
the detected anomalies, the incident response algorithm identifies and proposes the
most suitable countermeasure to mitigate the associated risk, ensuring a timely and
effective response to detected threats and contributing to the security and operational
continuity of the industrial plant.

2021 — 2025 M eUMaP - Marie Sklodowska-Curie Actions (MSCA) Research and Innovation Staff

Exchange (RISE) H2020-MSCA-RISE-2020 (Project Number: 101007641).
Development of a platform to plan and manage the demand and supply of essential ser-
vices during disaster events, such as earthquakes, tsunamis, or pandemics. The project
aims to develop an advanced indicator to identify densely populated residential areas
using open-source data and a multi-criteria decision-making approach. This indicator
will optimize the management and distribution of essential resources, such as energy,
gas, and water, ensuring a rapid and effective response during natural emergencies and
an equitable distribution of resources in times of scarcity, thus contributing to better
resilience in communities affected by disasters.

2018 — 2019 M Smartbench - Competitive grant BRIC INAIL ID15-2016.

Development of a smart platform to promote safety in industrial plants at risk of
significant accidents. Specifically, an Android application was developed for connec-
tion with wearable and environmental sensors via Bluetooth Low Energy (BLE): the
first consists of an inertial platform for recognizing the worker’s status, especially in
the event of a fall; the second includes sensors such as a thermometer, hygrometer,
barometer, and carbon monoxide meter. Additionally, an indoor localization algo-
rithm based on fuzzy logic was developed.

Conference Participation

2026

2025

2024

2023

2022

Presentation of the paper "Dynamic vulnerability assessment for connected healthcare systems
via continuous-time Bayesian networks" at the 026 European Safety and Reliability Conference
(ESREL), 13-16/07/2026.

Presentation of the paper "Privacy-preserving process mining for clinical pathway analysis and
classification” at the 026 European Safety and Reliability Conference (ESREL), 13-16/07/2026.

Presentation of the paper “Industrial Cyber Shield: a comparison of two real-time data capture
probes” at the International Conference on Safety & Innovation - 19th International Conference
(CRITIS), 12/03/2025.

Presentation of the paper “Uncertain Analytic Hierarchy Process for Impact Assessment in
Cyber-Physical Systems” at the Critical Information Infrastructures Security - 19th International
Conference (CRITIS), 18-20/09/2024.

Presentation of the paper “A multiple bayesian network-based risk assessment technique for
industrial control systems” at the Critical Infrastructure Protection XVIII: Eighteenth Annual
IFIP WG 11.10 International Conference on Critical Infrastructure Protection, 18-19/03/2024.

Presentation of the paper “Evaluating machine learning approaches for cyber and physical
anomalies in SCADA systems” at the International Conference on Cyber Security and Resilience
(CSR), 31/07-02/08/2023.

Presentation of the paper “Configuration vulnerability in Snort for Windows operating sys-
tems” at the International Conference on Cyber Security and Resilience (CSR), 27-29/07/2022.



Conference Participation (continued)

M Presentation of the paper “Identifying residential areas based on open-source data: A multi-
criteria holistic indicator to optimize resource allocation during a pandemic” at the Critical In-
formation Infrastructures Security - 17th International Conference (CRITIS), 14-16/09/2022.

Awards

2025 M ERCIM STM WG 2025 Award for the Best Ph.D. Thesis on Security and Trust Manage-
ment - 3oth European Symposium On Research in Computer Security (ESORICS 2025), 22-
26/09/2025, Toulouse, France.

2023 M Best Innovation Paper Award - International Conference on Cyber Security and Resilience
(CSR), 31-02/08/2023, Venice, Italy.
Winning paper: "Evaluating Machine Learning Approaches for Cyber and Physical Anomalies in
SCADA Systems".

2022 M Young CRITIS Award - Critical Information Infrastructures Security - 19th International Con-
ference (CRITIS), 18-20/09/2024, Universitit der Bundeswehr Miinchen, Munich, Germany.
Runner-up for paper: "Identifying Residential Areas based on Open Source Data: a Multi-Criteria
Holistic Indicator to Optimize Resource Allocation During a Pandemic".

2016 M Best Student Award from the Faculty of Industrial Engineering at Campus Bio-Medico Univer-
sity of Rome for the Academic Year 2015/2016.

Other Activities
Editorial Activities
2024 M Associate Editor - "International Journal of Critical Computer-Based Systems" (Jour-
nal).

Organization of Scientific Activities

2026 M Special session co-organizer - "Emerging Technologies for Safety and Risk Mitiga-
tion in Industrial and Occupational Contexts" at the 12th International Conference on
Control, Decision and Information Technologies (CODIT), 13-16/07/2026, Bari, Italy
(Special session).

M Session chair - "Safety Challenges and Emerging Risks of the Future Healthcare and

Medtech Industry" at the 2026 European Safety and Reliability Conference (ESREL),
14-19/06/2026, Braga, Portugal (Program).

2025 M Special session organizer - "Risk, security, and resilience in cyber-physical sys-
tems" at the IEEE International Conference on Systems, Man, and Cybernetics (SMC),
5-8/10/2025, Vienna, Austria (Special session).

M Special session co-organizer - "Applications and Systems for Healthcare (ASH)" at
the 40th ACM/SIGAPP Symposium On Applied Computing, 23-27/03/2026, Thessa-
loniki, Greece (Special session).

2024 M Session chair - 19th International Conference on Critical Information Infrastruc-
tures Security, 18-20/09/2024, Rome, Italy (Program).

M Session chair - Italian Society of Teachers and Researchers in Automation (Automat-
ica 2024), 11-13/09/2024, Bolzano, Italy (Program).

Membership of Scientific Societies
2025 — 0ngoing M Member of the "Technical Committee on Healthcare and Medical Industry" of the
European Safety and Reliability Association (ESRA)
M Member of the "IEEE SMC Technical Committee on Homeland Security" (TCHS)


https://www.inderscience.com/jhome.php?jcode=ijccbs
https://www.inderscience.com/jhome.php?jcode=ijccbs
https://www.codit2026.com/Special-Sessions/SS02.pdf
https://cdn.prod.website-files.com/67ab900ff528ca90b1f5be49/6a2bc11751bc175eb458748d_ESREL%202026%20-%20Overview%20Calender%2012.06.2026.pdf
https://www.codit2026.com/Special-Sessions/SS02.pdf
https://ash-sac.github.io/ash2026/
https://critis2024.uniroma3.it/wp-content/uploads/2024/09/Programma.pdf
https://easychair.org/smart-program/Automaticait2024/
https://esra.website/technical-committees/technical-sectors/healthcare-and-medical-industry
https://www.ieeesmc.org/technical-activities/systems-science-and-engineering/homeland-security/

Other Activities (continued)

Speaker Activities
2026 |

2025 [

A

2024 [ |

R

A

2022 .

Review Activities

2019 — ongoing |

Industrial Cyber Shield: Protezione delle Reti Industriali nell’Era
dell'Industria 4.0 - Convegno Safap 2026 — Sicurezza e affidabilita delle attrezzature
apressione e degli impianti di processo (Conference program) - 11-13/05/2026, Rimini,
Italy.

Dynamic Risk Assessment in Industrial Applications: Leveraging Bayesian
Inference for Enhanced Decision-Making - seminar at the University of Naples
Federico II (Seminar announcement) — 4/03/2025, Naples, Italy.

Risks Associated with Energy Transition and Operational Changes Induced by
the Use of New Substances - advanced training course "Assessment and Manage-
ment of Emerging Risks in Seveso Plants" at Unione Energie per la Mobilita (UNEM)
-13/05/2025, Rome, Italy.

Risks Associated with Digital Transition - 1st edition of the advanced training
course "Assessment and Management of Emerging Risks in Seveso Plants" - 3/10/2024,
Milazzo, Italy.

Two Novel Frameworks for Cyber-Physical Anomaly Detection in Industrial
Control Systems - Italian Society of Teachers and Researchers in Automation (Au-
tomatica 2024), 11-13/09/2024, Bolzano, Italy.

Two Novel Frameworks for Cyber-Physical Anomaly Detection in Industrial
Control Systems - Rome Technopole Spoke 6 International Young Researcher Work-
shop, 28/06/2024, Rome, Italy.

Security Measures Against Cyber-Physical Events in SCADA Systems - Campus
Bio-Medico University of Rome, 21/03/2022, Rome, Italy.

Reviewing of scientific papers for the following journals:

« Computers and Security,

« Computers and Electrical Engineering,

« Heliyon,

+ PloS One Journal,

« IEEE Control Systems Letters,

« International Journal of Critical Infrastructure Protection,

+ ACM Distributed Ledger Technologies: Research and Practice,
« International Journal of Geo-Information.

Reviewing of scientific papers for the following conferences:

« Cyber Security and Resilience (CSR) Conference,

« Conference on Critical Information Infrastructures Security,

« Conference on Decision and Control,

« IEEE International Conference on Systems, Man, and Cybernetics (SMC),
« American Control Conference (ACQC),

« IEEE Control Systems Society Conference.

Supervision Activities

2020 - ongoing M

Supervisor of 2 PhD students.

Supervisor of 5 Master’s theses.
Supervisor of 1 Bachelor’s thesis.

Co-supervisor of 4 Master’s theses.
Co-supervisor of 2 Bachelor’s theses.


https://www.assotic.it/wp-content/uploads/2026/04/ATTI-SAFAP-2026_ParteUno.pdf
https://itee.dieti.unina.it/images/Seminari/2025/SEMINARIO_GUARINO_VITALE.pdf

Other Activities (continued)

M Personal tutoring activities for students in the Master’s and Bachelor’s programs
at Campus Bio-Medico University of Rome.

Coordination Activities

2026 M Member of the Teaching Quality Assurance (AQD) group for the Master’s Degree Pro-
gram in Biomedical Engineering at the Campus Bio-Medico University of Rome.

M Coordination activity of the Campus Bio-Medico University of Rome’s participa-
tion in the third edition of CyberX-Mind4 Future, a training course organized by
Leonardo and Cyber 4.0, the national cybersecurity competence center.

2025 M Coordination activity of the Campus Bio-Medico University of Rome’s participa-
tion in CyberChallenge.IT 2025 edition.
This activity includes the organization of a 54-hour training course with 13 students,
mainly from other Roman universities and high schools in Lazio.

2024 M Coordination activity of the Campus Bio-Medico University of Rome’s participa-
tion in the second edition of CyberX-Mind4 Future, a training course organized by
Leonardo and Cyber 4.0, the national cybersecurity competence center.
This activity includes organizing a 20-hour training course with a total of 33 students
enrolled in the Engineering programs at Campus Bio-Medico University of Rome.

Publications

Journal papers

S. Guarino, L. Faramondi, G. Oliva, E. Del Prete, F. Flammini, and R. Setola, “Hybrid knowledge-based
decision support system for intrusion response in industrial cyber-physical systems,” Future Generation
Computer Systems, vol. 179, p. 108 306, 2026, 1sSN: 0167-739X. & URL:
https://www.sciencedirect.com/science/article/pii/S0167739X25006004.

T. Vairo, S. Guarino, A. Benvenuto, B. Fabiano, and R. Setola, “Emergent risks in complex systems: A
bayesian perspective on uncertainty and prediction,” Reliability Engineering €/ System Safety, vol. 270,
p- 112129, 2026, ISSN: 0951-8320. & URL:
https://www.sciencedirect.com/science/article/pii/S@951832025013286.

T. Vairo, S. Guarino, A. P. Reverberi, and B. Fabiano, “Physics-informed neural networks for thermal
anomaly prediction in battery energy storage systems.,” Energies (19961073), vol. 19, no. 11, p. 2503, 2026.

S. Guarino, F. Vitale, E. D. Prete, L. Faramondi, N. Mazzocca, and R. Setola, “D-tv-dbn: A hierarchical
and distributed architecture for scalable cyber-physical anomaly detection with bayesian networks,”
IEEE Transactions on Emerging Topics in Computing, pp. 1-12, 2025.

F. Vitale, S. Guarino, F. Flammini, L. Faramondi, N. Mazzocca, and R. Setola, “Process mining for
digital twin development of industrial cyber-physical systems,” IEEE Transactions on Industrial
Informatics, vol. 21, no. 1, pp. 866—875, 2025. & DOI: 10.1109/TII.2024.3465600.

L. Faramondji, F. Flammini, S. Guarino, and R. Setola, “A hybrid behavior-and bayesian network-based
framework for cyber—physical anomaly detection,” Computers and Electrical Engineering, vol. 112,
p- 108 988, 2023.

L. Faramondji, S. Guarino, G. Oliva, and R. Setola, “A recovery model for faulty networked system,”
IEEE Systems Journal, 2023.

S. Guarino, C. Fioravanti, G. Oliva, R. Setola, G. De Angelis, and M. Coradini, “Quantifying how a zone
is residential: A multi-criteria decision making approach,” GEOmedia, vol. 27, 2023.


https://www.sciencedirect.com/science/article/pii/S0167739X25006004
https://www.sciencedirect.com/science/article/pii/S0951832025013286
https://doi.org/10.1109/TII.2024.3465600

S. Guarino, G. Oliva, A. Di Pietro, M. Pollino, and V. Rosato, “A spatial decision support system for
prioritizing repair interventions on power networks,” IEEE Access, vol. 11, pp. 34 616—34 629, 2023.

S. Guarino, F. Vitale, F. Flammini, L. Faramondi, N. Mazzocca, and R. Setola, “A two-level fusion
framework for cyber-physical anomaly detection,” IEEE Transactions on Industrial Cyber-Physical
Systems, vol. 2, pp. 1-13, 2023.

C. Fioravanti, S. Guarino, B. Mazz4, M. Nobilj, F. Santucci, and S. M. Ansaldi, “A risk assessment
framework for critical infrastructure based on the analytic hierarchy process,” IFAC-PapersOnLine,
vol. 55, no. 40, pp. 277-282, 2022.

L. Faramondji, F. Flammini, S. Guarino, and R. Setola, “A hardware-in-the-loop water distribution
testbed dataset for cyber-physical security testing,” IEEE Access, vol. 9, pp. 122 385-122 396, 2021.

Conference papers

S. Guarino, S. Ansaldi, and R. Setola, “Multiple-bayesian-network-based risk assessment methodology
for industrial control systems,” in Critical Infrastructure Protection XVIII, ]. Staggs and S. Shenoi, Eds.,
Cham: Springer Nature Switzerland, 2025, pp. 113-130, ISBN: 978-3-031-81888-2.

S. Perone, S. Guarino, L. Faramondi, and R. Setola, “Vulnerability assessment combining cvss temporal
metrics and bayesian networks,” in 2025 IEEE International Conference on Cyber Security and Resilience
(CSR), 2025, pp. 606-611. & DOL: 10.1109/CSR64739.2025.11130164.

M. Nobilj, S. Guarino, L. Faramondji, G. Oliva, E. Del Prete, and R. Setola, “Uncertain analytic hierarchy
process for risk assessment in cyber-physical systems,” in International Conference on Critical
Information Infrastructures Security, Springer, 2024, pp. 418—433.

S. Perone, L. Faramondji, S. Guarino, M. Nobilj, R. Setola, E. Del Prete, G. Patruno, L. Piccirillo, and
A. Laurenda, “Zadig: A novel extended detection and response system,” in 2024 IEEE International
Conference on Cyber Security and Resilience (CSR), IEEE, 2024, pp. 688-693.

S. Perone, L. Faramondi, S. Guarino, R. Setola, M. Nobilj, F. Flammini, and F. Corradini, “Cybersecurity
for safety: Risk assessment of autonomous cyber-physical systems,” in 2024 IEEE International
Conference on Cyber Security and Resilience (CSR), IEEE, 2024, pp. 652-657.

L. Faramondji, F. Flammini, S. Guarino, and R. Setola, “Evaluating machine learning approaches for
cyber and physical anomalies in scada systems,” in 2023 IEEE International Conference on Cyber Security
and Resilience (CSR), IEEE, 2023, pp. 412—417.

M. Nobilj, C. Fioravanti, S. Guarino, S. M. Ansaldi, M. F. Milazzo, P. Bragatto, and R. Setola, “Drivers: A
platform for dynamic risk assessment of emergent cyber threats for industrial control systems,” in 2023
315t Mediterranean Conference on Control and Automation (MED), IEEE, 2023, pp. 395-400.

L. Faramondi, M. Grassi, S. Guarino, R. Setola, and C. Alcaraz, “Configuration vulnerability in snort for
windows operating systems,” in 2022 IEEE International Conference on Cyber Security and Resilience
(CSR), IEEE, 2022, pp. 82-89.

G. Oliva, S. Guarino, R. Setola, G. De Angelis, and M. Coradini, “Identifying residential areas based on
open source data: A multi-criteria holistic indicator to optimize resource allocation during a
pandemic,” in International Conference on Critical Information Infrastructures Security, Springer Nature
Switzerland Cham, 2022, pp. 180-194.

G. Assenza, C. Fioravanti, S. Guarino, and V. Petrassi, “New perspectives on wearable devices and
electronic health record systems,” in zo0zo IEEE International Workshop on Metrology for Industry 4.0 £
IoT, IEEE, 2020, pp. 740-74s5.

E. Del Prete, F. Pera, L. Faramondi, C. Fioravanti, S. Guarino, G. Oliva, and R. Setola, “Anomaly and
attack detection in supervisory control networks for cyber-physical systems,” in Proceedings of the 30th
European Safety and Reliability Conference, 2020.


https://doi.org/10.1109/CSR64739.2025.11130164

Q L. Faramondj, P. Bragatto, C. Fioravanti, M. G. Gnoni, S. Guarino, and R. Setola, “A privacy-oriented
solution for the improvement of workers safety,” in 2020 43rd International Convention on Information,
Communication and Electronic Technology (MIPRO), IEEE, 2020, pp. 1789-1794.

G L. Faramondji, P. Bragatto, C. Fioravanti, M. G. Gnoni, S. Guarino, and R. Setola, “A wearable platform
to identify workers unsafety situations,” in 2019 II Workshop on Metrology for Industry 4.0 and IoT
(Metrolnd4. o#/10T), IEEE, 2019, pp. 339-343.

Book chapters

0 S. Guarino, L. Faramondi, G. Oliva, E. Del Prete, and R. Setola, “Holistic risk assessment in industrial
control systems: Combining multiple bayesian networks with multi-criteria decision making,” in 2024
32nd Mediterranean Conference on Control and Automation (MED), 2024, pp. 37-42.

Bibliometric Indices

Google scholar A H-index: 9
M Numero di citazioni: 379
Scopus M H-index: 8

M Numero di citazioni: 269

[ hereby give consent to the processing of the personal data contained in this curriculum vitae, in accordance
with EU Regulation 2016/679 and the relevant Italian legislation. I also declare that the information provided
in this curriculum is true, pursuant to and for the purposes of DPR 445/2000.

Rome, 15/07/2026



